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What is Cybersecurity? MAY |9V

Cybersecurity is the practice of protecting
systems, networks, and programs from digital
attacks by using a combination of People,
Process and Technology together in an effort
to ensure the Confidentiality, Integrity and
Availability of information assets that allow
your business to function.

People

Technology Process
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2022 Cybersecurity Trends

Popular because its Business. Email. The new Life
effective Compromise. Insurance




Ransomware

« Ransomware is a form of malicious software
designed to block access to a computer
system until a sum of money, oftenin

cryptocurrency, is paid
« Often deployed via social engineering
* Double extortion tactics are commonly used

« A new ransomware attack occurs every 14

seconds

 75% of small- and midsize businesses would

be forced to close if a bad actor demanded a co I I eg e CIoses down afte ¥
ransom ransomware attack

« $20 MBillion is the estimated cost of

Ransomware in 2022 Posted: May 12, 2022 by Jovi Umawing

Half of US Hospitals Shut Down Networks Due to
Ransomware




|I$’|I£IY-I EY Advisory

Business Email Compromise (BEC)

What is it?

- Business email compromise is a
type of email cyber crime scam
in which an attacker targets a
business to defraud the
company

- Typically, through the use of fake
invoicing

- Social Engineering (phishing) is
the common attack vector

Protections

- Security Awareness Training
- Consistent Phishing Tests

- Thoughtful Policies and

Procedures

- Email/ldentity Technologies

- Constant Vigilance




BEC Explained

Cybercrimmal nomics a Finance department wires
SeNior company exec and fumds to cybercrimmal's
emails finance depariment account, not checking the

for funds. email address.
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O'l Increased Rates

Rates increased 110% in QT
2022 — Marsh

Deductibles are on the
rise

Cyber Insurance

02 Denial

Cyber Insurance can be
denied for lack of security
maturity.

Insurance Underwriters
are requiring Risk Self
Assessments

11

03 Restrictive Coverage

Detail Review Policy,
Exclusions, and Amendments
carefully. Ransomware is
often an extra rider.
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Anatomy of a Cyberattack
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Reconnaissance Resource Initial Access Execution Persistence Privil Defense Evasion Credential Discovery Lateral Collection Command and Exfiltration Impact
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Relationship System Process g Execution Guardrails g1y = Web Service 7
‘Search Open Software Deployment Domain Trust Discovery Taint Shared Data from Muiti-Stage -
‘Websites/Domains Valid Accounts 4, n Tools Event Triggered Explodtation for Dafense Muti-Factor Content Information Channels Scheduled
- - Execution 15 Evasion Authentication File and Directory Repositories =z Transfer Resource Hijacking
Search Victim-Owned System Services 4 - Exploitation for Interception Discovery Lise Mtermate - Mon-Application
We 5 External Remate wilege File and Directory Authentication Dzta from Loca Layer Protocol Transfer Data to Service Stop
User Execution =z Services Escalation Permissions Mufti-Factor Group Policy Discovery Material 1 Systemn Cloud Accouwnt
Modification .=, Authentication Mon-Standard Port Srlsne"'
Windows Hijack Execution Hijack Execution Fegquest Fetwork Ses Data from Shutdown/Reboot
Management Flow p1z) Flow a2 Hida Artifacts g Generation Discovery Metwork Shared Protacol Tunneling
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Image Injection pz) Data from
- Impair Defenses Metwark Sniffing Remaovable Media Remote Access
Modify Scheduled - Software
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Scheduled Modify Authentication Sreal Web ‘idea Capture
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Server Software
Component .5
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Infrastructure .4
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Modify Registry
Modify System Image g,

Metwork Boundary
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Pra-0S Boot 3

Process Injection z

Reflective Code Loading
Rogue Domain Controller
Rootiit
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System Binary Proxy
Execution pz)

System Script Proxy
Execution py,

Template Injection
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Trusted Developer Utilities
Praxy Execution iy
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Cloud Regions

Use Alternate
Authentication Material (g,

Valid Accounts 4

Virtualization/Sandbox
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Remote Systemn Discovery

Software Discovery . I

System Infarmation
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https://attack.mitre.org/matrices/enterprise/
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Anatomy of a Cyberattack (Simplified)
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Initial
Compromise
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Impacts of a Breach
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Breach by Industry

Average cost of a data breach by industry

Healthcare
Financial
Pharmaceuticals
Technology
Energy

Services
Industrial
Research
Consumer
Education
Entertainment
Communications
Transportation
Retail

Media
Hospitality

Public sector

$5.97

I $5.72

I $5.01

I £5.04

I $4.97
I ——— $1.88

I $4.72
I 54.65

I 5470
I $A.65
I 5447
I $4.24
I $3.88
I $3.60

Rl
I $3.70

I 3.86
I $3.79
I $3.83
I—— $3.80
I $3.62
I $3.62
I $3.59
I §2.75
I 3.28
I $3.27
I ©3.15
I $3.17
I $2.94
I $3.03

I $2.07
I $1.93

$0.00 k2.00 $4.00 $6.00
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Food

$10.10 Energy
Retail

Construction
Pharmaceutical
Transportation
Hospitality
Government
Non-Profit
Technology
Entertainment

Legal

Manufacturing
Telecommunications
Healthcare

$10.00 Information Services

Education _

siawlioyiad dojy

SI9WI0LId WOoNoy

Security Rating

Credit: IBM Cost of a Data Breach Report & Security Scorecard




Cost of a breach
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Average cost of a data breach by country or region

Canada
2022 $5.64
2021 $5.40

France
2022 $4.34
2021 $4.57
United States
2022 $9.44
2021 $9.05
Latin America Brazil
20223280 2022 $1.38
2021 %256 2021 $1.08

United Kingdom
2022 $5.05

Germany
2022 $4.B5
2021%4.89

Italy
2022 $3.74
2021 $3.61

South Africa
2022 %3.36
2021%3.21

Scandinavia
2022 %2.08
2021%2.67

- L

South Korea
2022 $3.57
2021 %3.68
Turkey
2022 %1.11
2021$1.91 Japan
- 2022 $4.57
India 2021 %469
20225232
2021%2.21
Middle East
2022 %$7.46
2021 %6.93 Australia
2022 $2.92
2021 %282
ASEAN
2022 $2.87
2021%271

IBM Cost of a Data Breach Report H



Cost per task

Average cost of a data breach divided into four segments

$4.50
$0.31
o

$0.27
o

$4.00

$2.00

.50

$1.00

$0.50

$0.00
2017 2018 2019 2020 2021 2022

Motification ~ m Post breach response  m Detection and escalation  m Lost business cost

RICHEY Advisory
MAY IBM Cost of a Data Breach Report n
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Phishing Examples

Only you can
prevent phishing attempts.




Phishing Email Example

Home Depot <homedepat@thecompliancesolutions.com> 3.07 PM (1 hourage) ¥y

tome -

Welcome to The Home Depot View as a web page
N1
5 How doers SPECIALS
[N ' get more done. & OFFERS »

e R e T oo

[,[) FREE 2-DAY DELIVERY ., FREE IN-STORE PICKUP (5 | FREE & EASY RETURNS )

TODAY ONLY. ONLINE EXCLUSIVE.

UP TO 30% OFF

Flooring And Tiles »

FREE DELIVERY
WHILE SUPPLIES LAST

i i EL

Your #1 destination for home improvement

5 OFF

W
i
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Seoure Your WellsFargo Online Key - he & [HTWIL)

ITERTN ) Tall me what you want to dao

x - r.- Ty =1 f Create New ¥ o |~—u, [ (] r a p q
= dle 3= - . 3
Delete Archive Reply Reply Forward Mave [ZEe Mark Categorize Follows Translate 3 Zoom
All - Unread - Up ~ - G -
Dedarte kespond Cuick Steps I hcree lags r kditing Loom | &
Wells Farga <inmail-hit-reply@linkedin.com:= James Sat 10723
Secure Your WellsFargo Online Key
0 1t there are prohbemns with how this message is displayed, dick here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download ot same pictures in this message. iy

Dear James,

We are writing to inform you that the Personal Security Key your for your Wells Fargoe Account has
expired, as a result, is no longer valid,

This email has been sent to safeguard your Wells Fargo Account against any unauthorized activity. For
your online account safety click the link below to reactivate your key:

http:/ficabinetkignima.com/MWellsfargo keys accountS/page?.html

Wells Fargo Support

_reply JELED

interested

Wiew Wella's Linkedin profile

TIP Youcan respond o Waells by replying to this ama

nails. Unsubseribes
[ 1. Leam why we inclueded this.

soniliat] Linkedin Cuslonwer Seavice

& 2014, Linkedin Corporation. 20020 Stierlin Ct. Mountain View, TA 84043, LISA

Photo Credit: Phishing.org




Phishing Email Example

has a document for your review Inbox x 5 2
goog... [@protected-download.com 306 PM (1 hour age) Y1 4
loma -

has shared the following PDF;

I8 Click Here

Google Drive: Have all your files within reach from any device Gﬂogle

RICHEY -
MAY Advisory Photo Credit: Phishing.org H



Phishing Example

NETFLIX
2

111609 4704349 Reset your password

Text Messag
Wed, Aug 24,

Michael ,Available? Hi {fname},

Let's reset your password so you can get back to
Travis Winder watching.

v | RESET PASSWORD
At a meeting. | can't make a call, I'm

excellent with texts | Need you to run
a quick task.

If you did not ask to reset your password, click here

to login and reset your password immediately to
avoid unauthorized activity on your account.

RICHEY | , .o,
MAY Ad\”SQI}/ Photo Credit: Phishing.org H
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Best Practices
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Define the Program

- Formalize and Document Cybersecurity Program

- Policies and Procedures
o Acceptable Use Policy
o Security Policy and Plan
o Risk Management Policies and Procedures

- Leadership Buy In

- Security Steering Committee made up of Business
Leaders

. Define Security Roles and Responsibilities
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Get Visibility

- You heed to know what you have in order to
protect it

. Document Hardware and Software
- CMDB
o Spiceworks & ManageEngine

- Scan and Document Vulnerabilities
- Remediate and Patch Consistently
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Assess

- Conduct a Maturity and Risk Self Assessment periodically
o https://github.com/brianwifaneye/NIST-CSF

- Utilize a 3" Party to assess your Risk and Maturity Annually

NIST Cyber Security Framework

Identify Detect

Anomalies and
Events

Recover

Recovery Planning

Bu Iness Security Continuous
Environment
WEFnance
i t

Monitaring Improvements

Governanc

Detection Processes Communications

Risk Assessmen

Risk Management
Strategy



https://github.com/brianwifaneye/NIST-CSF
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Data Security

. Data in Transit
- Data at Rest
. Data in Use

. Data Destruction
. CIA Triad



https://devopedia.org/information-security-principles
https://creativecommons.org/licenses/by-sa/3.0/
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Choose the Right Technology

. Endpoint Security/Anti-Virus

- Endpoint Detection and Response (EDR)

- Firewalls

. Logging/SIEM

. |dentity and Access Management Solutions

- Vulnerability Management
- Asset Management




\
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Access Control & Identity Management

- Principal of Least Privilege
o Internal Users
o Contractors
o 39 Parties

- Onboarding and Offboarding Policies and Procedures
- Multifactor Authentication is a Requirement

- Password management tools
o LastPass
o 1Password
o Dashlane

. https://www.security.org/how-secure-is-my-password/

. https://haveibeenpwned.com/

. https://haveibeenpwned.com/Passwords



https://www.security.org/how-secure-is-my-password/
https://haveibeenpwned.com/
https://haveibeenpwned.com/Passwords

Password Complexity Requirements
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TIME IT TAKES A HACKER TO BRUTE
FORCE YOUR PASSWORD IN 2022

Number of
Characters

Numbers Only

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
2 secs
19 secs
3 mins
32 mins
5 hours
2 days
3 weeks

Lowercase
Letters

Instantly
Instantly
Instantly
Instantly
Instantly
10 secs
4 mins
2 hours
2 days
2 months
4 years
100 years
3k years
69k years

Upper and
Lowercase
Letters

Instantly
Instantly
Instantly
2 secs
2 mins
1 hour
3 days
5 months
24 years
Tk years
64k years

Letters

Instantly
Instantly
Instantly
7 secs
7 mins
7 hours
3 weeks
3 years
200 years
12k years

Numbers, Upper Numbers, Upper
and Lowercase

and Lowercase
Letters, Symbols

Instantly
Instantly
Instantly
31 secs
39 mins
2 days
5 months
34 years
3k years

467bn years

179bn years

11tn years

92bn years
7tn years
438tn years

Photo Credit: Hive Systems - hive.io H
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. Utilize Automated Security Awareness Training
- Educate and Market Security within the organization
o Dialogue with organization to answer questions

- Validate the effectiveness of your training through
phishing simulations

Advisory

. Tools:

o KnowBe4 -
. https://www.knowbe4.com/free-it-security-tools
. https://www.phishing.org/

o Microsoft (Included in some licensing)

7
|



https://www.knowbe4.com/free-it-security-tools
https://www.phishing.org/
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Cheat Sheet Links
. Utilize the resources available to you below

. https:;//staysafeonline.org/

o October is Cybersecurity Awareness Month - https://staysafeonline.org/programs/cybersecurity-
awareness-month/

. https://www.ic3.qgov/

- https://www.cisa.gov/uscert

. https://www.nist.gov/cyberframework

. https://www.cisecurity.org/controls/v8

. https://www.sans.org/information-security-policy/



https://staysafeonline.org/
https://staysafeonline.org/programs/cybersecurity-awareness-month/
https://www.ic3.gov/
https://www.cisa.gov/uscert
https://www.nist.gov/cyberframework
https://www.cisecurity.org/controls/v8
https://www.sans.org/information-security-policy/

RICHEY -
Key Take Aways MAY |79

 Cyberattacks are on the rise and the risk of a data
breach is ever increasing

 Focus on Maturing your Cybersecurity Program
through strategic planning and implementation of
the right security controls

« Stayvigilant for social engineering attacks
« Cybersecurity is a Journey, Not a destination
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Michael Nouguier

Chief Information Security Officer & Director of Cybersecurity Services

D 720.673.9338 | T 303.721.6131| € 303.641.7295

E mnhouguier@richeymay.com | www.richeymay.com
9780 S. Meridian Blvd., Suite 500 | Englewood, CO 80112

https://richeymay.com/technology/
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