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THE CYBER THREAT 
LANDSCAPE 
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ACC Cybersecurity Report – Dec. 2015 

“Unfortunately, no sector or 
region is immune. Our findings 
indicate that general counsel 
expect cybersecurity risk to only 
increase in the upcoming year.” 
- ACC President & CEO                
Veta Richardson 
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ACC Cybersecurity Report – Dec. 2015 

• 30% of recently surveyed senior legal officers have experienced data breach 
within their organization -- many within the past 2 years. 

• Employee error a top cause. 
• Reputational harm a top concern. 
• User training and compliance a top issue. 
• Information Security planning & monitoring a challenge. 
• Vendor management a key weakness. 
• Incident response planning a critical need. 
• Largest cyber-benchmarking study of its kind ever performed 

- Over 1000 in-house counsel participated 
- 887 organizations from 30 countries 
- 62 industries (Finance and Banking second most represented group) 
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Hackers Are Not The Only Problem 

   Data provided by Identity Theft Resource Center 
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Identity Theft 
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Business Email Compromises 
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Theft of PHI  

• Healthcare Industry is the Top Cybercrime Target 

• Annual costs exceed $6 billion 

• About 50% of adult Americans had their health care information 
compromised in 2015 alone 
- Anthem + Premera = 90 million Americans 

• PHI record - $20  versus PII record - $1 

• PHI usually includes financial PII 

• Extortion and ransom nexus 

• Reputational harm versus financial harm 

• Permanence  

• Threats to Data/Record Integrity 

 

 



 
We are witnessing “the greatest transfer of wealth in 
history.”  
Gen. Keith Alexander, Former NSA Director & Cyber Command 
Commander 

Intellectual Property Theft 
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Espionage – Deals and Trade 
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Data Exploitation 
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Cyber Extortion, Harassment, 
Destruction 
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General Counsel and other lawyer’s emails stolen 
 

Legal Matters 
- Legal and business 

strategies for Sony 

- “email purge” directive 

- Litigation strategy 

- FCPA investigation  

- Legal budget data 

 

 

Data Security Matters 
- General counsel’s board 

briefing on data security 
prior to attack 

- Handling of prior data 
breaches 

- Hacktivist response 
strategy 
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Cyberwar and Terrorism 
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Internet of Things & Data Explosion  

AT&T Cybersecurity Insights 2015: What Every CEO Needs to Know About Cybersecurity 
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Hospital Attack Surface 
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Navigating Disparate Roles 

• Crime Victim 

• Target of Government/Regulatory Inquiry/Enforcement 

• Civil Litigant 

• Subject of Media Scrutiny 

• Repeat Customer with a Track Record 
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Threat Landscape: Enforcement & Liability 

> Complex regulatory and law enforcement environment: 

 DOJ 

 HHS 

 FTC 

 FCC 

 SEC/OCC/CFTC/Other Financial Regulators 

 State AG’s 

 Non-U.S. regulators 

> New and upcoming laws and regulations 

> Private litigation 
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Health Care  

• Top industry for cyber incidents 

• HHS and State AG Regulation 

• Focus on PII/PHI and devices/operations 
- Recent Ransomware attacks on hospitals 

• CHA Hollywood Presbyterian Medical Center 

• Methodist Hospital 

 

• Concerns: 
- Disclosure of PHI/PII 

- Misuse of PHI/PII 

- Data/Device alteration 

- Impact on treatment 
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Consumer Protection  

• FTC/CFPB 
- FTC 

• Over 50 Data Security Actions (majority since 2008) 

- CFPB 
• First Data Security Action Announced Last Week 

• No breach – Deceptive Data Security Practices 

- State Attorneys General 
• Extremely Active Across the Country 

 



25 

Here Comes the FTC 
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California Attorney General Data Breach Report 

• “Securing information is the ethical and legal responsibility of the 
organizations with which individuals entrust their personal 
information.” 

• Malware & hacking – greatest threats 

• “Reasonable security procedures and practices” defined 
- Center for Internet Security’s Critical Security Controls (SANS Top 20) 

- Multi-factor authentication 

- Strong Encryption 

• February 2014 – Kaiser Data Breach Action 
- $150,000 fine 

- Failure to notify impacted persons within a reasonable time frame following 
discovery of data breach 
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CYBER RISK ASSESSMENT  
& MANAGEMENT 
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An Effective Cybersecurity Strategy 
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Board Oversight – Guiding Principles 

The National Association of Corporate Directors has identified the 
following five principles for corporate cybersecurity oversight. 
• Directors need to understand and approach cybersecurity as an enterprise-wide 

risk management issue, not just an IT issue. 

• Directors should understand the legal implications of cyber risks as they relate 
to their company’s specific circumstances. 

• Boards should have adequate access to cybersecurity expertise, and discussions 
about cyber-risk management should be given regular and adequate time on 
the board meeting agenda. 

• Directors should expect the establishment of an enterprise-wide risk 
management framework with adequate staffing and budget. 

• Board-management discussion of cyber risk should include identification of 
which risks to accept, avoid, mitigate, or transfer through insurance. 

 

    Cyber-Risk Oversight Executive Summary, Director’s Handbook Series 2014 Edition. 
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A Key Concept 

• Individualized risk assessments 
should lead to the design of security 
and incident response plans that fit 
each organization’s risk profile, 
goals, and budget.   
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• Assess Risk 
- Identify “crown jewels” 
- Assess threat, vulnerability & consequence 

• Manage Risk 
- Implement key policies and standards (PII, data minimization, 

third party risk management, system development) 
- Align people, process and technology to protect against, 

detect, respond, and recover from cyber intrusions … 
implement in phases 
• Take stock and scale down 
• Focus on controls with proven risk reduction value 
• Monitor your environment 
• Prepare for a cyber attack now 

- Transfer risk via cyber insurance 

• Monitor Risk 
- Audit, Penetration Testing 
- Exercises 

MINIMIZING 
FUTURE RISK 
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• Compromise of Sensitive Data/Systems 
• Data breaches, data leaks, data alteration, exploitation of business process 

information  

• Operational disruption, system or device destruction 

• Key threat vectors: endpoint user risks, rogue employees, lost devices, 
human error  

• Regulatory & Vendor Compliance 
-  EU General Data Protection Rule 

• PCI, PHI, HIPAA, GLBA, FTC Act, SOX 

• State Data Breach Notification Requirements 

• Vendor requirements 

• Operational and Business Consequences 
• Reputation 

• Litigation & Enforcement Risks 

• Business Interruption 

• Poor data quality  

• Increasing storage costs 

 

PRIORITIZING 
RISKS 
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Elements of an IRM Program 

1. Thorough inventory of information assets 

2. Basic mapping of valuable information assets 

3. Enterprise-wide IRM risk assessment 

4. Written IRM program and security standards 

5. Employee and contractor training 

6. Vendor risk management program 

7. Incident response planning 
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Employee error 
is the number-
one cited cause 

of breaches. 
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Law firms on the target 
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Passwords – Victims versus Cybercriminals 

• Victim:  MUHAHAHA1 

• Cybercriminal 1: 
P23iv:;Kvi7AmD44NVfhdKerbereSvdikeluftnlttugtkfbufeg 
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Business Partners As Targets and 
Gateways 

• Firms engaged in outsourced tasks, such as information technology, 
human resources, financial and legal services, have become major 
targets for attack and compromise.  

• So too have designers, manufacturers and contractors that connect 
digitally to other, less secure networks of business partners or agents. 

• ACC Survey:  Just 7% of survey participants reported the highest 
degree of confidence that their third-party affiliates/vendors 
protect them from cybersecurity risks. 
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Using a Vendor’s VPN to Steal Code from an 
Army Server 
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Adjust the IRM Program Accordingly 

Among those who 
have experienced a 
data breach, 58% 
report making 
moderate to 
significant changes to 
their security policies 
following a breach. 
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RESPONDING TO INCIDENTS 
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Incident 
Response 

Outside/In-
house Counsel 

In-House IT 

Compliance 

Business 
Unit 

Human 
Resources 

Client and 
Media 

Relations 

Incident Response  

Outside 
Public 
Relations 
Expert 

Outside 
Incident 
Response 
Tech Expert 

 Emergency Response Hotline 
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DOJ Cybersecurity Unit 

Recommended Best Practices: 
• Identify your “crown jewels” – mission critical data. 

• Have an actionable plan before an intrusion occurs. 

• Have appropriate technology and services in place.  

• Have appropriate authorization for response plan.   

• Ensure your legal counsel is familiar with technology and cyber incident 
management to reduce response time. 

• Ensure organization policies align with your cyber incident response plan.  

• Engage with law enforcement before an incident. 

• Establish relationships with cyber information sharing organizations. 
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High-level Incident Process Flow 

Incident 
Reported 

Evaluate 
Incident  

  Convene  
  Response 

Team    
  Contain 
 Breach      Remediate     Notify 
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Basic Proactive Elements 

1. Accessible incident reporting channels 
2. Rapid escalation and mobilization process for handling reports 
3. Designated and empowered internal response plan leader and core 

team   
4. Inventory of your legal, regulatory and contractual requirements in the 

event of a breach 
5. Generic communication plan that can be adapted to the actual 

circumstances 
6. Identification of law enforcement and other key contacts 
7. “Table top” exercises to train the response team 
8. Periodic auditing and updating of the plan 
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Other Valuable Proactive Elements 

1. Pre-selection of legal counsel to direct investigative efforts 

2. Pre-selection of forensic experts to be retained by counsel who will be 
ready immediately to assist with confronting potentially criminal breach 
activity 

3. Pre-selection of Crisis Management/PR resources to assist with the 
proactive planning process and management of an actual breach 

4. Pre-selection of data breach resolution provider (incl. customer  
notifications, call center support, credit monitoring services) 

5. Assessment of value of data breach insurance coverage 
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…and a Few More 

1. Training your employees and contractors about the need to 
report potential incidents 

2. Ensuring that vendor contracts have clear reporting requirements 
and specific contact information for your reporting channel(s) 
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• Make an initial assessment of the scope and nature of the incident, particularly whether it 
is a malicious act or a technological glitch.  

• Minimize continuing damage consistent with IR Plan. 

• Collect and preserve data related to the incident (a digital crime scene).  

• Insurance Coverage? 

• Evaluate with legal counsel whether and how to notify stakeholders. 

• Launch notification and communications plan. 

• Anticipate and prepare for litigation. 

• Complete investigation and incorporate lessons learned into IR plan (Reverse engineering 
the cyber incident). 

• Do not—  
- Use compromised systems to communicate.  

- “Hack back” or intrude upon another network.  
 

Response to a Cyberattack – Executing the Playbook 
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Understanding the Cyber Incident 

• Type of attack 

• Means of Access 

• Data Subject to Exposure 

• Movements within Networks 

• Data compromise 

• Time Period of Incident 

• Current Status of Networks and Devices 

• Mitigation and Remediation 
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Internal Concerns 

• Incident Confirmation and Notification 

• Mitigation of Ongoing Incidents 

• Attribution 

• Information Sharing 

• Threats of Dissemination 

• Possible Business Disruption/Destruction 

• Ancillary Business Concerns 
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Governmental Concerns 

• Severity of Attack 

• Organizational Resiliency 

• Impact on Industry Sectors 

• Economic and National Security Implications 

• Pervasiveness and Connectedness of Incident(s) 

• Attribution 

• Evidence Gathering and Victim Cooperation 

• Potential for Success of Different Governmental Tools 
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DATA BREACH COMMENTARY 
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In-House Counsel Comments 

What is the most important thing you wish you had known 
before the breach that you know now as a result of your 
experience? 
• Be prepared in advance 

• How much time is involved in responding to a breach 

• No firewall can give 100% protection. 

• The proper scope of a forensic investigation 

• Interconnectedness of systems 

• Difficulty of getting law enforcement cybercrimes assistance 

• Manual and automated processes can create exposure without adequate QA 



53 

In-House Counsel Comments 

Please describe what resource was most helpful in 
managing the breach response? 
• Good internal communications and collaboration among departments  

• CISO / all-hands-on-deck IT response 

• Subject matter experts and a single center point of contact 

• Open and timely customer engagement and mitigation 

• A thorough forensics investigation  

• Outside counsel 

• Insurance carrier resources  
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In-House Counsel Comments 

Please share your best practices that may help others 
manage cybersecurity risk and/or breach. 
• Act as if you’ve already been breached 

• Continuous review and improvement of security processes – never stop 
evaluating and improving them  

• Implement a multi-disciplinary approach to prevent and for responding to 
breaches  

• Exceed industry standards in all respects  

• External audits every 6-12 months  

• Clear guidance to employees 

• Maintain current contact information for all staff 
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Panelist – Edward J. McAndrew 

• Partner at Ballard Spahr and a member of the firm’s Litigation, Privacy and Data 
Security, Consumer Financial Services, Intellectual Property, White Collar 
Defense/Internal Investigations, and E-Discovery and Data Management  Groups 

• Named a “Cybersecurity and Data Privacy Trailblazer” by The National Law Journal 

• Advises clients on cybersecurity, digital privacy, cyber-incident response, national 
security issues, digital speech and conduct, corporate governance, regulatory compliance 
and enforcement.  Works extensively on technology facilitated investigations, litigation 
and trials in various substantive areas 

• Leader – Data Security Working Group, Delaware Supreme Court Commission on Law 
& Technology 

• Served for nearly a decade as the Cybercrime Coordinator/National Security Cyber 
Specialist for the U.S. Attorney’s Office for the District of Delaware, and as a 
cybercrime prosecutor in the Eastern District of Virginia 

• Former Litigation Partner/Deputy Practice Group Leader – Global Regulatory 
Enforcement Group in the Washington, D.C. office of an international law firm.  
Focused on civil and regulatory litigation and investigations in various industries 
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